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Certified Ethical Hacker - CEH
Certified Penetration Testing Professional - CPENT

To Hellenic American Education Center eivai Sianioteupévo exknaideutikd kévipo g EC-
Council (ATC) ka1 npoogtpel enionpa nictonoinuévn kataption otig 61eBvag avayvwpioptveg
niotonoifoeig Tou khadou Cyber Security.

Certified Ethical Hacker - CEH

To npoypappa Certified Ethical Hacker anotelei To kopugpaio npdypappa kardptiong acpaleiag
nAnpogopiwv nou pnopei kaveig va ouppetaoyel. [a va pnoptoeig va xeipileoar ayoya Tig
texvoloyieg hacking Ba nptner va yiveig ki eol xdakep, tvag nBikog xakep! To ouykekpipévo
Siamoteupévo paOnua napéxel otoug eknaideudpevoug Ta NAEOV NponypEva epyaleia Kal TEXVIKEG
hacking nou xpnoiponoiouv o1 xakep kar o1 enayyehpatieg acpdaleiag nAnPoeopILyY yia va
«Srappnéouv» ¢vav opyaviopd.

Certified Penetration Testing Professional - CPENT

To npoypappa eknaideuong CPENT napiyxer epneipieg penetration testing oe npaypatikég
ouvBnkeg. H 61eBvwg anodekthy eknaideuon hacking kar penetration testing kaAUnrel 1o testing
ouyxpovwy unodopwyv, Aeitoupyikwy cuotnpdTwy kai nepiBadilovrog epappoywy eve Tautdxpova
eknaidelel Toug CUPPETEXOVTEG OTNV Tekunpiwon kal ouvraén evog penetration testing report.
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CIEH

Certified | Ethical Hacker

Certified Ethical Hacker (CEH) - 48h course

To pdéBnpa sictpxeTal oTov TPONO OKEWNG TwV XAKEP WOTE VA PNOPECEIG
va anotpyelg enapkwg eniBtoeig oto pelov. Oa pdbeig tvav eviehwg
Siagopetikd, Peltioro 1pdNO Npoctyyiong MG acealelag mMnPOPopILY
€VIOG TOU OPYAVIGHOU Cou. .. Xakapovrdg tovl ©a okavapeig, Teotapels,
Xakdpeig kai acpahiceig 1a idia cou ta cuotipara kai Ba pabeig Tig

névie paoeig Tou ethical hacking kaBuwg kai Toug TpdRoUG Npootyyiong

Tou OTOXOU GOU WOTE va Tov xakapelg kaBe popd! Or névie paoeig eivar:
Avayvwpion, Andkmon MpédoPacng, Kataypaer, Aiampnon MpédoPaorg,
Andkpuyn nAekTPOVIKOU iXvoug,.

X16x06 Tou pabhuarog ival va TEAEIoNoINGEIG TIG YYWOEIG yUpw and

mv peBodoloyia ethical hacking nou pnopei va xpnoiponoinBei oe
penetration testing 1 ot karaotaon ethical hacking. Me v ohorkhfpwon
Tou npoypappatog eknaideuong Ba txeig anokmoer Tig Se§iomeg ethical
hacking pe uynAi {fmon kaBug kar mv Siebvig avayvwpiopévn
motonoinon Certified Ethical Hacker.

AidaxTtia UAn:

Introduction to Ethical Hacking
Footprinting and Reconnaissance
Scanning Networks

Enumeration

Vulnerability Analysis

System Hacking

Malware Threats

©NO WD~

Sniffing

9. Social Engineering

10. Denial-of-Service

11. Session Hijacking

12. Evading IDS, Firewalls, and Honeypots
13. Hacking Web Servers
14.Hacking Web Applications
15.SQL Injection

16.Hacking Wireless Networks

17. Hacking Mobile Platforms

18.loT Hacking

19. Cloud Computing

20. Cryptography Learning Outcomes

Xt noioug ancuBuveral

To npdypappa exnaidevong Certified Ethical Hacker aneuBuverar oe
security officers, auditors, enayyehuatieq aopaleiag Sedoptvwy kal
Siageipiortg 1otooeNibwv kabag kar kaBe aM\o enayyehpartia nou
aoyoheital pe {nmpata adioniotiag unodopwv Sikttou.

Exnaidtuon oz nepifallov tpyactnpiov ano
moronoinpivo EC-Council tknaidsun

Enionpo eknaideutiké uhiko EC-Council

iLabs, Online Labs (6-pnvn npocBaocn)

Voucher E¢staoccwv

Mposroipacia yia Tig tfcrdoeig nioronoinong
MoTononTiké napakolouBnong

EminAtov wpzg tknaidtuong

C PENT

Cemlled Penetration Testing Professional

Certified Penetration Testing Professional (CPENT) -

48h course

To npodypappa Certified Penetration Tester (CPENT) tou EC-Council

Ba ocag 1648el nwg va extedeite tva anoteheopartikd penetration test oe
nepiPaM\ov eraipikou Siktiou, 1o onoio Ba dexrei aneiy 1 eniBeon kai
Ba yivel avikeipevo ekpeTaN\euoNG KaTAPEPVOVTAG va Ta anopUyE! Kal
va apuvBsi. Edv éxere Souhéyel udvo oe anha etaipikd diktua, o CPENT
Ba oag 1648el nwg va avaPabpicere kai va Pehniwoete Tig 6e§iomTEG
oag, ptow nAnBwpag peakiotikwy epyactnpiwy. Oa pabere va diefayere
penetration test oe loT ka1 OT cuothuara, va ypaegere Sika oag exploits,
va dnuioupyeite Sikd oag epyaleia, va diefdyere npoxwpnuéva binaries
exploitations, kai va Tpononoicite Ta scripts/exploits yia va anokroere
npooPacn ota nio eowtepika TPApaTa Tou Siktuou. To npdypapua
Certified Penetration Testing Professional (CPENT), &avaypdee Ta
npotuna avantuéng Se§iomrwy oto Penetration testing.

Me mv eyypagn oag oto CPENT Ba npoyxwproete népa and Tig

¢vvoieg nou Si1backovrar oto CEH kar Ba péaBere 1ig anodedeiypéveg
peBodoloyieg penetration testing nou xpnoiponoiolvrar and Toug
enayyeAparieg.

AidaxTtia UAn:

1. Introduction to Penetration Testing

2. Penetration Testing Scoping and Engagement
3. Open Source Intelligence (OSINT)

4. Social Engineering Penetration Testing

5. Network Penetration Testing — External

6. Network Penetration Testing— Internal

7. Network Penetration Testing — Perimeter Devices
8. Web Application Penetration Testing

9. Wireless Penetration Testing

10. loT Penetration Testing

11. OT/SCADA Penetration Testing

12. Cloud Penetration Testing

13. Binary Analysis and Exploitation

14. Report Writing and Post Testing Actions

Xt noloug ansuBuveral

Ethical Hackers, Penetration Testers, Security Analysts, Security
Engineers, Network Server Administrators, Firewall Administrators,
Security Testers, System Administrators, kai Risk Assessment
Professionals.

Mapd To yeyovog ot n motonoinon CertifiedEthicalHacker (CEH) Sev
elval npoanaitoupevo napakolouBnong Tou npoypdppartog eknaideuong
CPENT, ouviotolpe oToug oupperixovieg va napakohouBrioouv 1o
npoypappa Certified Ethical Hacker kai va Aafouv mv nictonoinon
CEH npiv &exivijoouv 1o npodypappa CPENT.

Na ntpucconptq nAnpoopicg tnikoivwvrore pali pag i emokepOsire pag.
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* Me ¢deia idpuong kai Aemoupyiag wg Kévipo Aia Biou MaBnong Emingdou 2 and tov EBvikd Opyaviopd Miotonoinong Mpocdviwy & Enayyehparikou

Mpocavatohiopou (EOTMMEN)



